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So You Want to Audit
your Rails App?

Everyday, thousands of applications are hacked.

Bank account numbers are exposed, social security information is
compromised, credit cards are revealed, and other types of personal
information is accessed. Don't let your Rails application be one of
them! Let's pick apart your code and see what places are vulnerable
to attacks. We will cover sQL Injection in your models, sanitization
logic in your controllers, Cross Site Scripting and Cross Site Request
Forgery in your views, and improper setup of your host operating
system. The information we cover could very well be the most impor-
tant thing you learn as a developer aside from writing the code itself.

There are a ton of reasons to audit your application. You could work
for a company that is regulated under Sarbanes-Oxley (SOX) or
HIPAA. You might be launching a new startup that is going to be
taking credit card transactions. Or, you might just want to keep your
users' data safe. No matter why you decide to audit your application,
the process is the same. Even if you don't have nuclear launch codes
being passed over the Internet, you should be auditing your work to
make sure you haven't intfroduced any security holes.

Audits take place every day for many different reasons. It's a great
idea for you to learn how to perform an audit. Once you are comfort-
able with the process you can start scheduling regular audits. Along
with increasing the security of your application, you will more than
likely increase the overall quality of your code as well.
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You write tests don't you?

Just think of this as another test. Some of it can be automated, but
eventually there will be manual verification. This can be off-putting to
some people, but | assure you it is worth it. During the process you
will laugh a little, cry a little, and probably make a few Yaks really
really cold (to be explained later). It is a process that will change the
way you develop your next application.

| don't know the first thing about security!

That's OK, you don't have to be a security expert to audit your appli-
cation. It does help to know a thing or two about haxoring, or to be
able to think like a hacker, but it's not necessary. This book will get
you well on your way to being an effective auditor and will probably
inspire you to read more about information security.

Keep Notes!!!

One of the most important things you can do during an audit is
keep a very good set of notes. Document everything you do. If you
have even the slightest notion that something is awry, make a note
of it, because you will need these notes later. | recommend using an
electronic solution so you can easily search your notes for a key-
word or phrase. Your notes will probably end up being a giant ball of
nonsense that only you can make sense of, so having the ability to
search through it will help when you go back to write a sane version
in report form.

There are many applications that can help you with taking notes.
Desktop programs like Voodo Pad (http://flyingmeat.com/voodoopad),
Yojimbo (http://www.barebones.com/products/yojimbo), or TaskPaper (http://
hogbaysoftware.com/products/taskpaper) are great for this task. You can



http://peepcode.com/pages/rails-security-audit-pdf
http://peepcode.com/pages/rails-security-audit-pdf
http://flyingmeat.com/voodoopad
http://www.barebones.com/products/yojimbo
http://hogbaysoftware.com/products/taskpaper
http://hogbaysoftware.com/products/taskpaper

even keep it simple and just use a text file or even the trusty emacs
scratch buffer.

Be Brutal

It can be a hard thing to audit your own code. | actually recommend
against it! If you audit your own application, you'll be thinking about
how much work it will be to fix all the holes you find, which may
cause you to treat it more gently than you should. So if you wrote it,
let someone else audit it.

If you have no other choice, you need to be honest with yourself
about things that are wrong. If it's not your code, it's much easier to
be a jerk about what's wrong. You do however, need to be as bru-
tal as you can be when it comes to auditing software. If something
seems even the slightest bit wrong, document it for further scrutiny.



http://peepcode.com/pages/rails-security-audit-pdf
http://peepcode.com/pages/rails-security-audit-pdf

Securing Models

The most important part of any application isn't your code or the
graphics, it's the application's data. You can rewrite code, but it's very
hard to recreate data that has been deleted or manipulated. And it's
impossible to retrieve data once it has been leaked!

SQL Injection

You're application is running smoothly on the web. Everything is
going nicely until one morning you get an email as you are reading
your RSS reader. The site doesn't seem to be working.

As you sit down to troubleshoot, you quickly notice that the data you
had yesterday is no longer there. In fact, all your data is missing. You
restore from the backups you pulled last night and all is well. Then,

a look at your logs reveals some nasty sQL as the culprit of your
disaster.

SQL injection accounts for a significant number of web related
application break-ins. In the past few years there have been huge
improvements in the effort to stop sQL injection related exploits.

SQL injection is a technique that exploits a security vulnerability
occurring in the database layer of an application. The vulnerability is
present when

» User input is incorrectly filtered.

* Escape characters embedded in sQL statements are not correctly
sanitized.

* User input is not strongly typed and thereby unexpectedly exe-

SQL INJECTION RESOURCES

There are a lot of great sQL injection related
resources on the web. OWASP has a great sec-
tion (http://www.owasp.org/index.php/Testing_for_SQL_
Injection) on testing for sSQL injection if you want
to learn more on the subject.
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cuted.

SQL injection is in fact an instance of a more general class of vul-
nerabilities that can occur whenever one programming or scripting
language is embedded inside another.

How does it happen?

There are a lot of different ways to attack an application that is vuler-
able to sQL injection attacks. Let's take a look at how to exploit inse-
cure code using the aforementioned dangerous group of methods.
We will use examples from a few and demonstrate what can happen
if injection code is passed in unsanitized.

Asset.find(:all, :limit => “#{params}”)

If we passed something similar to this:

10 procedure help()

We can expect an output and result similar to this:

Unknown procedure ‘help’ : SELECT * FROM ‘assets’

This is not good! It looks like we are able to directly call stored proce-
dures from the limit call. If we could enumerate what stored proce-
dures are on this database, we could start executing those proce-
dures.

Another thing that could happen would look like this:

Asset.find by sql(“SELECT * FROM assets WHERE id=#{params}”)
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